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Risk Identification and Site Criticality Toolkit

The Risk Identification and Site Criticality Toolkit (RISC) Toolkit, provides data-driven all-hazards risk
assessments. The RISC Toolkit provides public health and healthcare organizations with tools to identify
threats and hazards; accesses vulnerabilities; and determine the criticality and consequences of these
vulnerabilities.

The version 1.0 is excel based and currently being used by more than 1,400 public health and healthcare
organizations. The next generation of the RISC Toolkit is web based, offers an improved user experience, and

includes more advanced tools.

ASPR’s Division of Critical Infrastructure Protection (CIP) is encouraging input from Healthcare and Public
Health (HPH) Sector partners through the RISC 2.0 REACT Partnership as we work to modernize this critical tool.

Users interested in participating in the Interim Authority to Test activity can start here:
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Preface
Description of the User

This user manual is intended for those using the ASPR RISC 2.0 tool to monitor the risks and hazards of health
facilities. This includes but is not limited to emergency managers, regional directors, and system administrators.



Description of the product
Purpose of the Product

The mission of the Administration for Strategic Preparedness and Response (ASPR) is to save lives and protect
Americans from 21st century health security threats. ASPR leads the nation's medical and public health
preparedness for, response to, and recovery from disasters and public health emergencies. Managing risk is one
of the most complex and critical aspects of running a healthcare facility. The goal of the Healthcare and Public
Health Risk Identification and Site Criticality Toolkit (RISC Toolkit) is simple: make that task easier.

The RISC Toolkit is a cost-effective, objective, data-driven, all-hazards risk assessment tool. It allows healthcare
and public health facilities to determine their risk for a variety of 21st century health security threats, including
chemical, biological, radiological or nuclear attacks; pandemic influenza or other emerging infectious diseases;
and other manmade or naturally occurring incidents.

RISC 2.0 serves as a nexus for risk management strategic alignment among the healthcare and public health
stakeholder community. RISC 2.0 includes significant focus on building a strong community of users and aligning
the tool to other strategic initiatives across ASPR, the interagency, and the users themselves.

Profile Creation
Registering and Logging In

How to register for a RISC 2.0 account and log in

Registering
The landing page of the RISC 2.0 platform will prompt users to either create a new account or log into an existing
one. To register for a RISC 2.0 account;

Select Login or Register from the landing page

Select Register

Input your First Name

Input your Last Name

Input your Email

Choose a Username

Choose and confirm a Password. Please note the password requirement are 18 characters, and at least

one upper case letter, numerical, and special character.

Select Register

Set up Mobile Authenticator

9.1. Install Google Authenticator, Microsoft Authenticator, or Free OPT on your mobile device. Google
Authenticator is recommended.

9.2. Open the application and scan the QR code

9.3. Enter the one-time code and click submit

NoukswheR
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https://www.phe.gov/Preparedness/planning/RISC/Pages/default.aspx
https://www.phe.gov/Preparedness/planning/RISC/Pages/default.aspx
https://aspr.hhs.gov/RISC/Pages/default.aspx

Register

First name

Last name

Email

Username

Password

Confirm password

« Back to Login

FIGURE 1. RISC 2.0 SIGN-UP PAGE

Mobile Authenticator Setup

A You need to set up Mobile Authenticator to activate
your account.
1. Install one of the following applications on your mobile:

FreeOTP
Google Authenticator

2. Open the application and scan the barcode:

Unable to scan?

3. Enter the one-time code provided by the application and dick Submit to
finish the setup.

Provide a Device Name to help you manage your OTP devices.

One-time code *

Device Name

FIGURE 2. MOBILE AUTHENTICATOR SETUP SCREEN




Logging In
If you have just created an account or if you already have an account;

Select Login or Register from the landing page

Type in your Username

Type in your Password

Select Sign In

Use the Mobile Authenticator Application you selected upon registration and input the one-time code.

vk wN e

Sign in to your account

Username or email

Password

[ Remember me Forgot Password?

New user? Register

FIGURE 3. RISC 2.0 LOGIN SCREEN

Creating a Profile
How to create your Profile

If you are creating a Facility Profile of Health System Organization from scratch, please create a profile. If you
have been invited to a Facility of Health System Organization by another colleague, you will not be prompted to
set up a profile.

Creating a Profile
1. Select Create Profile

Create a Facility Profile to
continue.

Create Profile

FIGURE 4. RISC 2.0 CREATE PROFILE BUTTON



Identification
To identify your Facility or Manager:

1.

Type in your Facility or Manager Name. An example of a Facility name is “Chicago Hospital”. An example
of a Manager name is “Midwest Region”. Risk Assessments are only performed at the physical facility
level.
Type in your Facility or Manager Description
Select if your Facility manages other Facilities
a. Select this toggle if your profile has Facilities “below” it that you either manage or require view
access to. For example, this may simply be a hospital that has satellite facilities that report to it,
or it could be the top level of a large Health System Organization.
Select if Risk Assessments are performed at your Facility
a. Select this toggle if you will be performing risk assessments for your facility. Do not select this if
you are solely a managing organization with no physical location, for example a Organization
name or Region, that it just used to aggregate information for facilities below it.
Select Continue

Evaluation Library

(1] 2

Identification  Location Definition E

Facility or Manager Name *

Facility or Manager Description *

Manages Facilities

Performs Risk Assessments

At least ane of 'Managing' or 'Risk Assessing' is required.

FIGURE 5. RISC 2.0 PROFILE IDENTIFICATION PAGE

NOTICE: One or both toggles can be selected, but not neither.

Location

NOTICE: If Risk Assessments are not performed at your Facility, this section will be greyed out and the user

should not complete it.




If Risk Assessments are performed at your Facility, locate the Facility by:

1. Use the dropdown in the center of the map to type in your Facility to auto populate the location

information on the right side of the page

a. Ifyour Facility is a hospital or a nursing home, search by the name and select from the

dropdown

b. If your facility is not a hospital, a nursing home, or is not locatable in the dropdown, simply type

in the address of the facility

2. Once selected, a pane will be displayed on the right-hand side, use this to confirm the Facility location

3. Select Continue

o—o© : 2

Identification Location Definition Evaluations | Evaluations I Summary

+ Enter Facility name or Address
- Walter Reed| X Q

va BEHAVIORAL HEALTH HOSPITAL

RIVERSIDE WALTER REED HOSPITAL

WALTER REED NATICNAL MILITARY MEDICAL CENTER

WALTER REED CONVALESCENT AND REHABILITATION CENTER dolphia

Mexice City.

FIGURE 6. RISC 2.0 FACILITY LOCATION PAGE

NOTICE: Once a location is selected from the drop down, the boxes for Street, City, State, County, Postal Code,
Latitude, and Longitude will self-populate. If no location is found, the cells will allow the user to self-populate

the location.

Definition

NOTICE: If Risk Assessments are not performed at your Facility, this section will be greyed out and the user

should not complete it.

If Risk Assessments are performed at your Facility, define the Facility by:

To define your Facility

1. Click the Health Sector Characterization section and;
a. Select one primary healthcare and public health sector that defines your facility

b. Select one or more secondary healthcare and public health sectors that defines your facility

2. Click the Facility Information section and;
a. Select the description that best applies to the facility from the options

10



b. Select the type of information that is stored, maintained, or is relevant to the facility from the
options
c. Select if the facility is connected to an internet network to provide or maintain services or
functions
3. Click the Hazards section and;
a. NOTE: This section is currently a placeholder, please continue on
4. Select Complete

11



Evaluations | & I

NOTICE: If Risk Assessments are not performed at your Facility, this section will be greyed out and the user
should not complete it.

If Risk Assessments are performed at your Facility, choose evaluations by:

1. Select the Hazard evaluations you would like to perform
a. Atleast one Local and one External Lookup Hazard evaluation must be selected
2. Select the Vulnerability evaluation you would like to perform
a. Atleast one must be selected
3. Select Continue
4. Select the Consequence evaluations you would like to perform
a. Atleast one Common and on Hazard Specific Consequence evaluation must be selected
5. Select the Criticality evaluation you would like to perform
6. Select Continue

NOTICE: The minimum required evaluations will be selected by default and users may preview evaluations by
selecting the Preview button

Consequence Evaluations i v ‘ Status

Common Consequence human, property (infrastructure), bu Common Published

oo

Hazard Specific Consequence human, property (infrastructure). bu  Hazard Specific Published

Criticality Evaluations

Criticality Criticality Module None. Published o n

FIGURE 7. RISC 2.0 FACILITY PROFILE EVALUATIONS Il PAGE. EVALUATIONS | IS STEP 4.

Summary
To finalize your Profile

1. Review profile Identification, Definition, and Selected Evaluations
a. Editif necessary
2. Select Submit

12
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Identification  Location Definition  Evaluations | Evaluations Il Summary

Identification Selected Evaluations

Test Facility

Test Facitlity

e e [ T

Type: Managing and Risk Assessing
Sector:

Common Consequence human, property (infrastructure), business costs. ge /||| Consequence
Hazard Specific Consequence human, property (infrastructure), business costs cat J&n Consequence
Local Hazards local hazards evaluation with matrix multiple choic & Hazard
Comprehensive Hospital Vulnerability Comprehensive Hospital Vulnerability A Vulnerability
Lookup Hazards manual lookup hazards. includes textbox and matri & Hazard
Criticality Criticality Module ﬂ Criticality

Profile Progress

Address

5/5
11705 MERCY BOULEVARD

SAVANNAH, GA

FIGURE 8. RISC 2.0 PROFILE SUMMARY PAGE

Viewing and Adding Users
The Users function allows the user of a Facility to view all the other users that have access to the Facility, as well
as invite Users to join the Facility.

To view the Facility users:

1. Select Users on the left pane.

Current users will be automatically displayed, and any Pending Invitations will be displayed in the Pending

Invitations tab.

[ Profile Users Pending Invitations Add User

@ Org Hierarchy Parker, Elta
% Org Progress Parker, Elta
G Org Overview Parker, Elta
[0+ Org Analytics Parker, Elta

Parker, Elta

admin-Elta.Parker54@yahoc.com
observer-Elta.Parker54@yahoo.com
capability-Elta.Parker54@yahoo.com
emanager-Elta.Parker54@yahoo.com
erespcoord-Elta.Parker54@yahoo.com -

FIGURE 9. LIST OF CURRENT USERS FOR GIVEN FACILITY.

NOTICE: If the role is listed in an orange square, it means that the user’s role was given at that facility level. If
the role is listed in a blue oval, it means that the user’s role has cascaded from a previous role, based on the

13



permissions they were given. To update a user’s roles, you must make edits from the highest role (the orange
square).

Adding Facility Users
To add a user to the Facility

1. Select Add User on top right of the Users page.
2. Input the new users Email Address
3. Select Standard Roles and/or Organization Roles for the user
a. Standard Roles only apply to the Facility that is currently selected
b. Organization Roles apply to the Facility that is currently selected as well as all Facilities below on
the hierarchy.
c. NOTE: If you are working in a Managing Only Profile and not a Facility Profile, only the
Organization roles will be displayed
4. Select Confirm
5. Select Confirm

NOTICE: If the Email Address is already associated with an account in the RISC 2.0 platform, this will invite them
to be a member of the Facility. If the email address is not already associated with an account in the RISC 2.0
platform, this will invite them to create an account and then be a member of the Facility.

Enter the email address and assign roles to the user you wish to invite to Ascenscion 5t Vincent Evansville. If they are already

registered with RISC 2.0, they will be added to the Facility. If not, they will receive an email notification prompting them to join.

Email Address *

Facility Roles Organization Roles
System Administrator Organization System Administrator
Emergency Manager Organization Emergency Manager
Emergency Response Coordinator Organization Emergency Response Coordinator
Capability SME Organization Capability SME
Observer Organization Observer

FIGURE 10. LIST OF STANDARD AND ORGANIZATION ROLES.

See table below to determine the permissions given to each role:
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TABLE 1. PERMISSIONS ASSOCIATED WITH EACH ROLE.

Invite & Cr%?te Create &

Assign

Answer

Evaluations Update Remove

Update Hierarchy

Roles Profile

Only Only
System Yes (all . .
Admin (SA) Yes Yes roles) Yes (S)'&ganlzatlon (S)'&ganlzatlon Emergency Manager
Emergency Yes (EM Only
\"ELET-LTa Yes Yes and Yes Organization No Emergency Manager
(EM) below) EM
e Organizational
Emergency Response
E;;ir%ir;zy Yes (ERC Coordinator
Coorginator Yes  Yes and No No No e Hospital Association
(ERC) below) Partner
e Regional Hospital
Coordinator
e Organizational
In]fformation Security
e Officer
Cag?\;la;allty Yes Yes No No No No e Organizational
Financial Manger
e Organizational
Capability SME
e Facility and
Organizational
Leadership
System -
Observer Yes No No No No No e Regional and County

Health Director
® Risk Assessment
Methodologist

Conducting a Risk Assessment

Assessment Creation

Begin Assessment
Immediately after the profile creation, you will be prompted to begin a new Facility Risk Assessment. To do this
select Begin New Assessment.

15



Begin a new Risk
Assessment

FIGURE 11. RISC 2.0 BEGIN ASSESSMENT BUTTON

Create or Clone Assessment

When creating a new assessment, you have the option to either create one from scratch using the Create new
Assessment button, or to copy from an existing assessment either in the same facility or in another facility within
your Health System Organization that you have permission at. That can be done using the Clone from Existing
Assessment button. If you choose to clone from an existing assessment, you will see a dropdown of all
assessments you can clone from and their respective facilities. Please select the assessment and continue on to
rename it.

Risk Assessment - 0 %

Begin a new Assessment for Facility Chicago
Hospital .

Create new Assessment Clone from Existing Assessment

| |Se|ect Assessment to Clone from * I

lllinois Hospital 3

lllinois Hospital 3 -
Copy From: 2024 Assessment

lllinois Hospital 4

Copy From: 2024 Assessment

lllinois Hospital 6

Copy From: 2024 Assessment

eale AsSsSessmen

FIGURE 12. CLONING A RISK ASSESSMENT
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Name Assessment
Because a user can have multiple assessments within one Facility or Health System Organization, is it crucial to

name your assessment. Examples of multiple assessments are a new assessment annually or bi-annually, or a
new assessment is conducted due to a change in the facility (i.e., new wing, new security protocols).

To name your Facility Risk Assessment:

1. Type your Facility Risk Assessment Name (e.g, Walter Reed Hospital 2022)

2. Type your Facility Risk Assessment Description (e.g, Walter Reed Hospital 2024 Annual Risk Assessment)

3. Select Create Assessment

Risk Assessment - o x

Begin a new Assessment for Facility Chicago

Hospital .

Create new Assessment Clone from Existing Assessment

Select Assessment to Clone from *
Assessment Title *

Assessment Title *
Description *

Description *

Create Assessment

FIGURE 13. RISC 2.0 FACILITY RISK ASSESSMENT CREATION

NOTICE: Even if you are cloning a Risk Assessment, you must rename it to a unique name.

17



Risk Assessment Dashboard
Upon creating your Facility Risk Assessment, the Dashboard will be displayed.

Export to HTML

Hazard Specific Consequence J‘LLL Consequence Hazard Specific 0/68 Started 0/68 S
Criticality ﬁ Criticality None Not Started 0/22

Local Hazards & Hazard Local Not Started 0/3

Lookup Hazards & Hazard External Lookup Not Started 0/10

Frgiomn FEEnds & Hazard Custom Not Started 0/1
Comprehensive Hospital Vulnerability A Vulnerability None In Progress 5/396

o

07 External Hazards Internal Hazards Custom Hazards
.06 0.06
0.05 0.05
Threat/Hazard Name H \ C Risk
284 002 006 -

=3

0.05 0.04
oot (e All Wind
Extcnal S [SREES 272 002 005
0.03 Internal =
oo Custom®®  HAZMAT Highway 264 002 005
001 HAZMAT Railway 216 002 004
0 Cyber 400 001 004
ind et 2y way Joes 5 M
A o g s R o Avetial Infleinnon Cnidamic 007 nos Ans
RN WAL
Threat/Hazard Name:
Threat/Hazard Criticality Score: 0
Alwindo | Haile | HAZMAT Highway @ || HAZMAT Raitvay @ || Cybere | -

FIGURE 14. RISC 2.0 ASSESSMENT DASHBOARD

NOTICE: If you create any Custom Hazards in the Organization Policy page (see section XX), those evaluations

will appear in the dashboard as well.

Selected Evaluations (Top Section)
The top section of the Dashboard will display the selected evaluation. Various information about the selected

evaluations include:

1. Action: Select Start to being completing the evaluation.
a. Forthe Hazard Specific Consequence evaluation, select Manage to view and complete the
Hazard Specific Consequence evaluations
Name: The name of the evaluation
Type: The type of evaluations: Hazard, Vulnerability, Consequence, or Criticality
Sub Type: The sub type of evaluation, only for Hazard and Consequence evaluations
Status: The status of the evaluation, Not Started, In Progress, or Complete
a. For the Hazard Specific Consequence evaluation, this section shows how many of the Hazard
Specific Consequence evaluation have been started
6. Progress: The progress of the evaluation based on how many questions are completed out of the total
questions
a. Forthe Hazard Specific Consequence evaluation, this section shows how many of the Hazard
Specific Consequence evaluation are completed

vk wnN
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Scores (Bottom Right Section)

The table displays the Hazard (H), Vulnerability (V), and Consequence (C) scores, as well as the final Risk score,
which is the product of the H, V, and C scores. These will update automatically as evaluations are completed.
They are sorted by external, internal, and custom hazards.

NOTICE: Several values in the H column are automatically filled out when the dashboard is rendered. These are
the Hazard scores that are automatically calculated based on selections from the location and definition sections
of the Facility Profile.

The Criticality score is located below the table.

Visualization (Bottom Left Section)

This section automatically displays the top 5 hazards and their scores in graphical representation. This will
update automatically has evaluations are completed. User can use the tags and search bar to remove and add
hazard to the graph.

NOTICE: Due to space constraints, it is recommended to limit the number of hazards on the graph

Export (top left)

There is the option to export your results dashboards to HTML or PDF using the export button. Simply click the
Export to HTML button and select which module you would like to export. Please note, it is recommended to
only export your results once all the evaluations are complete.

Export to HTML

RISC
Consequence
Vulnerability

Hazard

FIGURE 15. EXPORT TO HTML BUTTON
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Score Categories:
Low: 0 Medium: O High: @ Very High: @ Unknown: O

T P P
-
Thu, 26 Dec 2024 19:14:42 GMT

Threat/ Hazard TH v THxV C R

Threat / Hazard Vulnerability Consequence Risk

1 [Electrical Failure 0.12 0.48 UNKNOWN 048
2 (Communications Failure 0.11 0.44 UNKNOWN 0.44
| 3 [Generator Failure 0.11 0.44 UNKNOWN 0.44
4 [Fire Alarm Failure 0.10 0.40 UNKNOWN 0.40
5 [HVAC Failure 0.10 0.40 UNKNOWN 0.40
6 [Information Systems Failure 0.10 040 UNKNOWN 0.40
7 [Cyber 0.06 0.24 UNKNOWN 0.24
8 [Hurricane Tropical Storm UNKNOWN 0.18 0.18 UNKNOWN 0.18
9 [Subsidence UNKNOWN 0.18 0.18 UNKNOWN 0.18
| 10 [Extreme Cold 0.94 0.19 0.18 UNKNOWN 0.18
11 [Lightning/Thunderstorm UNKNOWN 0.16 0.16 UNKNOWN 0.16
12 [Tsunami UNKNOWN 0.15 0.15 UNKNOWN 0.15
13 [Landslide UNKNOWN 0.15 0.15 UNKNOWN 0.15
14 |Aircraft Crash at Facility/Asset UNKNOWN 0.15 0.15 UNKNOWN 0.15
15 [Dam Inundation UNKNOWN 0.15 0.15 UNKNOWN 0.15
16 [Bomb Threat UNKNOWN 0.14 0.14 UNKNOWN 0.14
17 [HAZMAT Pipeline UNKNOWN 0.14 0.14 UNKNOWN 0.14
18 [Suspicious Package’ e UNKNOWN 0.14 0.14 UNKNOWN 0.14
19 [Violent Crime 0.96 0.14 0.13 UNKNOWN 0.13
20 |Property Crime 0.95 0.14 0.13 UNKNOWN 0.13
21 HAZMAT Highwav 132 0.10 013 UNKNOWN 0.13

FIGURE 16. EXAMPLE OF EXPORTED RISK DASHBOARD

Performing Evaluations
This section will cover the evaluations that are selected in the Facility Profile creation, plus ant Custom Hazard
evaluations Users can jump back and forth between evaluations as progress will be saved.

Hazard Evaluations
There are three types of hazard evaluations, Local Hazards, Custom Hazards and Lookup Hazards.

LOCAL HAZARDS EVALUATION

The Local Hazards evaluation is an evaluation for hazards that are specific to the facility. Hazards are scored
exclusively by their rate of occurrence at the facility. As the hazards go down in occurrence, so does the Hazard
score. Utilize the matrix to calculate how frequent the hazards would occur at your facility.

There are three types of local hazards:

e Technological Hazards: examples include fire alarm failure and HVAC failure
e Human Hazards: examples include bomb threat and hostage situation
e HAZMAT Hazards: example include internal biological or radiological exposure

To perform the Local Hazards Evaluation:

=

Select Start on the Local Hazards Evaluation in the Dashboard
Click the Technological Hazards section
a. Select the appropriate rate of occurrence for the hazards
3. Click the Human Hazards section
a. Select the appropriate rate of occurrence for the hazards
4. Click the HAZMAT Hazards section
a. Select the appropriate rate of occurrence for the hazards
5. Select Next to advance through the questions and then select Complete when done

N
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Intro
Technological Hazards
* Local Hazards (0/2)

et lepre et ) Select the approximate rate of occurrence for each of the following local hazards.

Human Hazards (0/1)

e N [ [ [ e S v
Communications Failure
Electrical Failure
Fire Alarm Failure
Ganerstor Failure
HVAC Failure
Information Systems Failure
Medical Gas Failure
Medical Vacuum Failure
Natural Gas Failurs
Sewer Failure
Steam Failure
Water Failure
Fuel Shortage

-

FIGURE 17. RISC 2.0 LocAL HAZARDS EVALUATION

CUSTOM HAZARDS EVALUATION
The Custom Hazards evaluation are completed the same way as the Local Hazards Evaluation, in that they are
scores based on frequency.

To perform the Custom Hazards Evaluation:

1. Select Start on the Custom Hazards Evaluation in the Dashboard
2. Select the appropriate rate of occurrence for the hazards
3. Select Next to advance through the questions and then select Complete when done

NOTICE: There will only be a Custom Hazards evaluation if you Organization System Administrator has added
one at the top level of your Organization. Please refer to the Organization Policy section on how to do this.

LOOKUP HAZARDS EVALUATION

The Lookup Hazards evaluation is a Hazard evaluation for hazards that could not be calculated automatically and
require the user to manually input information based on a national database. Hazards are scored based on user
input and later multiplied by the Hazard Relative Modifier.

To perform the Lookup Hazards Evaluation:

Select Start on the Lookup Hazards Evaluation in the Dashboard
Click a hazard on the left-hand side

Read and follow the instructions for that given hazard

Input the results

Continue to next hazard and repeat

vk wN e
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6. Select Complete

Intro -~
Tsunami
* Manual Hazards (0/10)
Terrorism (0/1)

Is the facility less than 3 km from the coast?

Landslide (0/1) a) If unsure about facility distance to the coast or length of a nearby river, Google maps can be used to measure
distance:
Sinkhole ©/2) b) Enter facility address.
Hurricane & Tropical Storm | ) Right click on facility pin and select "Measure distance.”
Lightning (0/1) d) Click on the nearest coast or river. The distance of the measured line will be reported in a window at the bottom of the screen.
Aircraft Crash at Facility (0/7. Yes
External Chemical Hazmat Ex No

« :

FIGURE 18. RISC 2.0 LoOKUP HAZARDS EVALUATION

Vulnerability Evaluation

The Comprehensive Hospital Vulnerability evaluation is a Vulnerability evaluation for all hazards. Scores are
based on the response to several yes/no or multiple-choice questions. Each section has several subsections that
contain related questions.

To perform the Vulnerability Evaluation:

1. Select Start on the Comprehensive Hospital Vulnerability Evaluation in the Dashboard
2. Select the various sections on the left-hand side and answer the questions
3. Select Next or Complete
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Introduction

~  RIST-V (353/355)

Business Continuity

»  [1] Resilience Management Profile [69/69) Resilience Management Profile
Business g
[1.1] Business Continuity (14/14) ey
[1.2] Emergency Management (48/49) [1.1.1] Is there a designated manager/department in charge of business continuity?
[1.3] Information Sharing (5/3) O Yes

[1.4] Extreme Weather {1/1)

= [2] Physical Security Management Profile (2.

=
o

[1.1.2] Does the facility have a written business continuity plan?
[2.1] Physical Security Organization, Policie

[2.2] Personnel Surety (7/7) O Yes
[2.3] Security Training (2/5) No
[2.4] Security Force Profile (16/16}

[2.5] Physical Access Control (25/25)

[1.1.3] Does the business continuity plan identify mission essential functions and mission critical personnel?

[2.6] Lighting, Surveillance and Intrusion D O Ves
[2.7] Badging and Internal Security (11/11) No

v [3] Critical Dependendies (55/55)

[1.1.4] Does the business continuity plan include both physical and cyber assets and systems critical to the mission?

[3.1] General Dependencies (11/11)

O Ves
[3.2] Information Technology (75/15) o
o
[3.3] Electricity (13/13)
[3.4] Natural Gas (5/9) [1.1.5] Does the business continuity plan address external supply chain security and continuity?

[3.5] Water (8/8)
[3.6] Wastewater and Waste Disposal (8/8)
[3.7] Communications (&/6)

O Yes
No

FIGURE 19. RISC 2.0 VULNERABILITY EVALUATION

NOTICE: Skip logic is implemented and will automatically skip over questions that no longer need to be
answered based on prior questions

NOTICE: This section may require input from multiple employees of a facility (ex: facility manager, security
manager, cyber manager). Users are able fill out subsections at the same time through their own accounts
without overwriting each other.

Consequence Evaluations

There are two types of consequence evaluations, Common Consequence and Hazard Specific Consequence.
There are three categories of consequence impact: Human, Property, and Business. The questions in General
encompass multiple impacts.

COMMON CONSEQUENCE EVALUATION

The Common Consequence evaluation is a Consequence evaluation for all hazards. These are questions about
the facility that are not specific to one hazard. Questions are a combination of yes/no and multiple-choice
questions. If the facility is a direct patient care facility (as indicated in the Facility Profile), an additional Direct
Patient Consequence section will be visible, and the user will have to answer those questions.

To perform the Common Consequence Evaluation:

1. Select Start on the Common Consequence Evaluation in the Dashboard
2. Select the consequence section and answer the questions
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a. Ifyou are a Direct Patient Care facility, select the Direct Patient Care section and answer the
questions
3. Select Complete

* Consequence Profile (0/71)

Introduction
/11 .

L ) Consequence Profile

The questicns below evaluate the human, property. and business impacts to your facility if any threat or hazard were to

oceur.

FIGURE 20. RISC 2.0 COMMON CONSEQUENCE EVALUATION

HAZARD SPECIFIC CONSEQUENCE EVALUATION

The Hazard Specific Consequence evaluation is a Consequence evaluation where questions are answered about
a specific hazard. For this reason, the user must fill out the survey for all hazards they wish to have a
consequence score for. Questions are a combination of yes/no and multiple-choice questions.

To select a Hazard Specific Consequence evaluation, use the Hazard Specific Dashboard.
The Hazard Specific Dashboard contains the following information:

e Action: Select the Start button to begin any of the Hazard Specific Consequence Evaluations

e Hazard: the hazard associated with that Hazard Specific Consequence Evaluation

e Description: a description of the hazard

e H*V Score: the product of the Hazard score and Vulnerability score for the hazard. Use this score to
determine which Hazard Specific Consequence Evaluations should be prioritized. Note: The H*V score
will only be accurate if the Hazard and Vulnerability evaluations have been completed. A hazard with a
high H*V score means that this hazard is both likely to occur and the facility is vulnerable to it.

e (CScore: The consequence score will be displayed here once the evaluation is completed

e Status: Status of the evaluation, Not Started, In Progress, or Complete

e Progress: Progress of the evaluation based on completed question.
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all columns

a Search in all v
R N

A digital attack designed to -
B o it or e sl | A% e
asset data
B Aiwind No Description 284 Not Started 0/0
ED Flash Flood No Description 240 Not Started 0/0
B niFlod No Description 224 Not Started 0/0
[ start [ECET No Description 136 Not Started 0/0
[ Start | HAZMAT Highway No Description 132 Not Started 0/0
m Tornado No Description 1.06 Not Started 0/0

FIGURE 21. RISC 2.0 HAZARD SPECIFIC CONSEQUENCE EVALUATION DASHBOARD
To perform the Hazard Specific Consequence Evaluation:

Select Manage on the Hazard Specific Consequence Evaluation in the Dashboard
Select Start on the Hazard Specific Consequence Evaluation you wish to perform
Select the sections on the left-hand side and answer the questions

Select Complete

PNk

Introduction -
General
* Hazard Effects (0/71)

S| 3.3A Given this event, would the facility remain operational?
Human (0/5)

Property (0/2)
Business (0/2)

3.3B Given this event, how long after the event could the facility be inoperable (including

evacuated)?

Facility would remain operational
Up to 24 hours

Up to 48 hours

Up to 72 hours

Up to 96 hours

Greater than 96 hours

FIGURE 22. RISC 2.0 HAZARD SPECIFIC CONSEQUENCE EVALUATION

Criticality Evaluations

The Criticality Evaluation is different from the Hazard, Vulnerability, and Consequence types as the results are
not one score per each hazard, but rather one score for the entire facility. The Criticality score measures how
critical the facility is to the general region. For example, if there are nearby facilities that can easily assume
responsibilities if your facility is in a crisis, the criticality score would be lowered.



The sections of this evaluation are determined by which sector was selected in the profile. In the image below,
the Pharmaceutical section is displayed, but if Direct Patient Care was selected, a Direct Patient Care section
would be displayed.

To perform the Criticality Evaluation:

1.

2.
3.

Introduction
¥ Criticality (0/20)

Commen Criticality Profile 0/12)

Pharmaceuticals (0/8)

Select Start on the Criticality Evaluation in the Dashboard
Select the various sections on the left-hand side and answer the questions
Select Next or Complete

Common Criticality Profile

Does the facility use a standardized methadology to determine facility aiticality?

Yes
No

Does the facility use a standardized methodology to determine consequence of loss or disruption?

Yes

No

Does the facility {including any of its satellite operations) provide any additional capabilities that are not part of the facility's primary function, or are spedalized

to provide a unique function? Check all that apply

Radiology services
Surgical services
Pediatric services
Decontamination services
e —

Adding Assessments
There are two ways a user can add a new assessment, clearing out previous answers or cloning previous answers
from either the same facility or another facility in the same Health System Organization.

To add a new assessment:

1.

Creating New Assessments

FIGURE 23. RISC 2.0 CRITICALITY EVALUATION

Click the dropdown box on the top right side of the dashboard and select New Risk Assessment

2024 Assessment

2024 Assessment

New Risk Assessment

FIGURE 24. RISC 2.0 ADD NEW RISK ASSESSMENT BUTTON

To create a brand-new assessment:

1
2
3.
4

Select Create new Assessment (default)
Type the new assessment Name

Type the new assessment Description
Select Create Assessment
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The new assessment will automatically pop up, the same evaluations will be displayed, but with all the answers
cleared out.

Risk Assessment - m X

Begin a new Assessment for Facility Chicago
Hospital .

Create new Assessment Clone from Existing Assessment

Assessment Title *
Assessment Title *
Description *

Description *

Create Assessment

FIGURE 25. RISC 2.0 ADD OR CLONE RISK ASSESSMENT

Cloning Assessments
To clone an existing assessment:

1. Select Clone from Existing Assessment

2. Inthe top drop down select the existing assessment you would like to copy from. The dropdown will
display all of the facilities that the user has permissions for, and their associated Assessments.

3. Type the new assessment Name

4. Type the new assessment Description

5. Select Create Assessment

NOTICE: Assessments from other facilities will only be visible if your facility is part of a Health System
Organization. See Organization Hierarchy section for more details.
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NOTICE: Assessment names within a entire Health System Organization much be unique, so it is recommend to
put the facility name and year in the Assessment title.

Risk Assessment - o x

Begin a new Assessment for Facility Chicago
Hospital .

Create new Assessment Clone from Existing Assessment

Select Assessment to Clone from * |

lllinois Hospital 4
lllinois Hospital 4 -

Copy From: 2024 Assessment
lllinois Hospital 6
Copy From: 2024 Assessment
lllinois Hospital 7

Copy From: 2024 Assessment

FIGURE 26. RISC 2.0 CLONING RISK ASSESSMENTS

The new assessment will automatically pop up, the same evaluations will be displayed, with the same answers
as the original assessment that was cloned.

Organization
Instead of having a standalone Facility and assessment, users can create a Facility hierarchy and/or become a
part of the Facility hierarchy. This section will explain several features of the Organization function.

NOTICE: The functions below will only be visible if the user had selected that they are a Managing Facility in the
Profile Creation Identification Page or if Users were invited to join an Organization.

Organization Hierarchy
The Organization Hierarchy displays the hierarchy of facilities within your Facility.

To view the Organization Hierarchy:

1. Select Organization Hierarchy on the left pane.
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The right pane displays the Organization Hierarchy in tree view. The middle section displays a list of all Facilities
and Types associated with the Organization.

ASPR Rlsc Health Care Organization v Support v

= Coliapse Navigation Health Care Organization - Organization Hierarchy

@ Profile = oy
Health Care Organization
a Users B Health Care Organization

- Florida Region
= Notifications Health Care Organization .

Sector: Managing
© Organization Hierarchy Performs Risk Assessments: No

Manages other Facilities: Yes

Illinois Region
Indiana Region
Q Incident Log KS/OK Region

. ‘ i Michigan Region
Dependent Facilities Pending Invitations

)

Organization Policy

:

TN/AL Region

vy r v v v v ¥

TX/NE Region

it

Q  Organization Overview llinois Region MANAGING u
[84  Organization Analytics
Indiana Region MANAGING u
KS/OK Region MANAGING u
Michigan Region MANAGING n
Florida Region MANAGING n
TN/AL Region MANAGING n
TX/NE Region MANAGING u
=

FIGURE 27. LIST OF DEPENDENT FACILITIES IN AN ORGANIZATION

Inviting an Existing Facility
If a facility exists in the RISC 2.0 platform but it not connected to your Organization Hierarchy, they must be
invited to join.

To invite an existing facility to your Organization Hierarchy:

1. Select Invite Existing on the top right of the Organization Hierarchy page
2. Type the facility name into the textbox and select from the drop-down list
3. Select either Administrative or Associative relationship

a. Administrative: gives the user of the system full access to the new child facility. An example
where this is useful is when a Health System Organization is building our their hierarchy but one
of its dependent facilities has already created a profile within the RISC 2.0 System.

b. Associative: gives the users of the system read-only access to the child facility. An example
where this is useful is when a Coalition is setting up their hierarchy and wants to add a facility
that is already part of a Health System Organization.

c. Important Note: facilities may have multiple parents and may be part of multiple hierarchies,
but they can only have an administrative link to one parent. If the facility being invited already
has a parent with an administrative link, the user will only be able to invite them with an
associative link.

4. Select Ok
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The facility will be displayed in the Pending Invitations tab in the Organization Hierarchy page until the user of
that facility accepts the invitation.

Invite Facility to Organization - o x

Facility Name

Relationship Type

FIGURE 28. INVITE FACILITY TO ORGANIZATION FUNCTION

Adding a New Facility
If a facility does not already exist in the RISC 2.0 platform, it must be added.

To add a new facility to your Organization Hierarchy:

Select Add New on the top right of the Organization Hierarchy page
Type the Facility Name
Type the Facility Description
Select the toggle for if the Facility manages other Facility or facilities and/or if Risk Assessment are
performed at the Facility
a. If Risk Assessments are performed at the Facility, select the sector that best describes the
Facility
5. Select Continue

Pwne
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Health Care Organization - Organization Hierarchy @

Add Facility to Health Care Organization ‘

Identification Select Admin

Creating your Profile

Facility or Managing Organization Name * Creating your Profile characterizes what services your Facility

>/ or Management provides; and where, how, why, and when it
provides these services. An accurate profile will allow the RISC
application to best assess risk of disasters.
Identification Ste
Facility or Managing Organization Description * P
| Identify your Profile. Give it a name that describes your Facility
. or Managing Organization uniquely and also enter a
Manages Facilities deserintion
w SR
Performs Risk Assessments Select Admin Step
< IAt least one of 'Manages Facilities’ or 'Performs Risk Assessments' is required. Enter the email address of the user who will administrate this

profile and confirm the roles that they will have.

FIGURE 29. ADDING A NEW FACILITY TO ORGANIZATION FUNCTION

NOTICE: When adding a new facility to your Health System Organization, it will automatically have the
Administrative relationship.

From here you can choose to add users to the Facility, Skip Users and create the Facility Profile on your own or
be done and come back to it later.

ADDING USERS
1. To add a user to the new Facility, select Add User and follow Section 3.3.1 for adding users.
2. Select Complete

SKIP USERS
1. To Skip Users, select Facility Profile on the bottom left on the page
2. Follow Sections 3.2.3, 3.2.4, 3.2.5, and 3.2.6 to fill out the Facility Profile

BE COMPLETE
1. Select Complete. You can choose to add users or create the Facility Profile at a later time.
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Health Care Organization - Organization Hierarchy @

Add Facility to Health Care Organization n O

Identification Select Admin

Users  Pending Invitations Manage Users
An administrative user is required

characterizes services provided;

_— - -
Parker, Elta Organization System Administrator admin-elta.parker54@yahoo.com and where, how, why, and when
it provides these services. An
Fa—s file will allow the
Organization Observer , . EEElER
Parker, Elta Vd observer-elta.parker54@yahoo.com EE epaflestian (@ (et rmess
- the risk of disasters.
Parker, Elta Organization Capability SME capability-Elta.Parkers4@yahoe.com )
Skip Users
2w
Optionally, you can skip addin
Parker, Elta Organization Emergency Manager 2l emanager-elta.parkers4@yahoo.com o T i
: 7 g p yahoo. additional users and go directly
cs
— - to the . You will be
Parker, Elta Organization Emergency Response Coordinator erespcoord-elta.parker54@yahco.com
able to manage the users later

from the & Manage Users tool
Add User on the navigation drawer.

I )

FIGURE 30. ADDED FACILITY TO ORGANIZATION

Organization Progress
Once your Organization is set up, you are able to view the progress of your dependent Facilities on their
evaluations.

To view your Organization’s progress:
1. Select Organization Progress on the left pane.

From here you can view how many Evaluations the Facilities in your Organization have selected, and are
Completed, In Progress, or Not Started. You can also Export the data by selected Export.

» Health Care Organization - Organization Progress @

BRI Search Facilities Export
3 3 1 - -

Alexian Brothers Med Center Health Care Organization /Il... 7

chy Alexian Brothers Behav Health  Health Care Organization /1l... 12 0 3 9
St Alexius Med Center Health Care Organization /Il.. 6 0 1 5
St Francis Hospital Evanston  Health Care Organization /1. 6 3 3 0 oEEEE
St Joes Hospital Chicago Health Care Organization /Il... 6 0 1 5

= St Marys & Eliz Med Center ...  Health Care Organization /Il... 6 0 1 D

iew Resurrection Med Center Chi... Health Care Organization /Il.. 6 0 1 5

s Ascenscion St Vincent Evans...  Health Care Organization /1. 6 0 1] 6
Ascenscion St Vincent Warrick  Health Care Organization /... 6 3 8 0 [ | [ |
Ascenscion St Vincent Salem Health Care Organization /1. 6 0 1 5

FIGURE 31. ORG PROGRESS PAGE. NOTE: THIS IS NOTIONAL DATA AND NOT ACTUAL DATA.

Organization Overview
As a part of an Organization, you have access to view the scores of all the Facilities within your Organization.
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To view an overview of your Organization’s risk scores:

1. Select Organization Overview in the left pane
From here you can view your Organization's Facilities Risk Scores, Hazard Score, Vulnerability Score,
Consequence Scores, and Criticality Scores but using the dropdown on the top left.
All threats/hazards are listed on the left axis and the Facilities are list on the bottom. The various scores are
displayed in a heatmap.
To customize your view, use the pane on the right side, and to update the number of Facilities per page use the
bottom section.

m Select a View <

Filter by Threat/Hazard
Threat/Hazard

Hazard Score. =
ure

Relative Score Level
Ban

| [~

W8 Moderate

W8 High
B Very High
!I | Not Scored

I'III'I'II-'_"I'--'I'I--'I'-II

- —

FIGURE 32. ORG OVERVIEW PAGE. NOTE: THIS IS NOTIONAL DATA AND NOT ACTUAL DATA.

To customize which Facilities you want to view in the in the heatmap, use the breadcrumb feature on the top
left on the page.

Health Care Organization

HE ‘ation - Oraanization Proa

llinois Region  » Alexian Brothers Behav Health

Indiana Region 3 Alexian Brothers Med Center
KS/OK Region  » Chicago Hospital
Michigan Region  » lllinois Hospital 3

FIGURE 33. BREADCRUMBS
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Organization Analytics
As a part of an Organization, you have access to view the aggregated scores and analysis of all the Facilities
within your Organization.
To view an overview of your Organization’s risk scores:

1. Select Organization Analytics in the left pane
From here you can view your Organization's Facilities Aggregated Risk Scores, Hazard Scores, Vulnerability
Scores, Consequence Scores, and Criticality Scores but using the dropdown on the top left to select.
All threats/hazards are listed on the bottom. The various scores are displayed in a box and whisker plot and can
we sorted by average, min, max, median, and standard deviation.
To customize which Facilities you want to view in the in the analytics, use the breadcrumb feature on the top
left on the page.
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Cyber 218 0.24 400 0.80 1.7 .

HAZMAT Highway 1.06 013 2.64 0.26 0.93
Space 093 0.09 426 0.18 1.38
Drought 0.85 0.10 232 0.10 0.88
Lightning 0.75 0.16 2.00 0.64 0.55
Wind 0.72 0.12 2.84 0.36 0.74 h

FIGURE 34. ORG ANALYTICS PAGE. NOTE: THIS IS NOTIONAL DATA AND NOT ACTUAL DATA.

New Features

Organization Policy (Custom Hazards)
This feature allows user to assess threats and hazards beyond the 67 that are automatically built into the RISC
2.0 Tool. To add Custom Hazards to your Facility or Organization:

1. Select Organization Policy in the left pane.
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a. Please note that in order to maintain consistency in Custom Hazards across an Organization, this
feature is only available for editing at the top level of an Organization.
Click Add New Custom Hazard
Under Select Hazard, choose from either a predefined list of Extended Hazards or click New Hazard
If adding a new hazard, give the hazard a Name, Short Name and Description.
Click Add

vk wnN

You will also have the option to Update or Archive the New Hazard or Delete an Extended Hazard.

After these Custom Hazards are added into the Organization Policy and users create a new risk assessment
(either from scratch or from cloning a prior one) they will see:
1. A new Custom Hazards evaluation in the main dashboard. This is filled out the same way at the Local
Hazards evaluation
2. An evaluation for each of the Custom Hazards in the Hazard Specific Consequence dashboard
3. Anoption to select a Custom Hazard in the Incident Log

NOTICE: While Hazard Likelihood and Consequence scores can be determined for Custom Hazards, Vulnerability
scores cannot be determined yet. It is important to factor in the lack of vulnerability score when comparing the
Custom Hazards to other Hazards and Threats in RISC 2.0

Add Hazard

Select Hazard v

Short Name *

FIGURE 35. ORGANIZATION POLICY PAGE WITH "ADD NEW CUSTOM HAZARD" CLICKED
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Incident Log

Adding Incidents

The Incident Log Tool is designed to document and manage incidents effectively. It captures essential details
about an incident, allowing for efficient tracking and response management.

To add to the incident log:

1. Select Incident Log on the left pan
2. Click Create New Incident
3. Fill out the fields (descriptions of required and options fields below):
o Name (required): Enter the title or name of the incident. This should be a brief, descriptive
identifier.
e Description (required): Provide a detailed description of the incident, including relevant context
and specifics.
e Facility (required): Select the facility where the incident occurred. This helps in identifying the
location context.
e Facility Location (required): Specify the exact location within the facility where the incident took
place. For example, this could be the entire building, or just the basement or 5% floor.
e Actions Taken (required): Describe the actions that were taken in response to the incident. This
may include immediate response measures and longer-term actions.
e Main Hazard (required): Identify the primary hazard associated with the incident. This helps in
categorizing the incident.
e Other Hazards (optional): List any additional hazards related to the incident that are not the
primary focus.
e Category (required): Select the category that best describes the incident. Options include
Geological, Meteorological, Intentional, Unintentional, Diseases, Internal (Human), Internal
(Hazmat), and Internal (Technical).
e Severity (required): Indicate the severity level of the incident. Choices are Low, Medium, High,
and Very High.
e Responders (optional): Add information about the individuals or teams who responded to the
incident. You can add multiple responders.
e External Organization(s) Notified (optional): List external organizations that were informed
about the incident, such as Coalition or Governmental Organizations.
e Down Time (required): Enter the duration of downtime caused by the incident. Specify the
number and select either hours or days for the scale.
e Occurrence Date (required): Record the date and time when the incident occurred. This is
important for chronological tracking.
4. Press Create
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Create Incident - B x
Name ~
Description *
7~

Facility ™ Facility Location ™

Florida Hospital 5 x
Actions Taken ™

#~

Main Hazard * Other Hazards

Hazard Name Hazard

0 hazards selected

Category *

—— e uman) e ) | e i
Severity
Responders External Organization(s) Notified

Responder 1 n External Organization 1 n

Add New Responder Add New External Organization

Down Time * Down Time Scale * Occurrence Date *
Month, Day. Year, Hour, Minute
1 Hour(s) | Day(s)
1an/03/2025 12:59

FIGURE 36. INCIDENT LOG CREATION FORM

NOTICE: As this time the entries into the Incident Log do not impact the RISC 2.0 scores, they are solely for
logging purposes.

Viewing and Editing Incidents
Incidents may be edited over time and comments may be added. Additionally, if the User is part of a Health
System Organization, they have the ability to view all the incidents at the Facilities they have access to.

To view all incidents:
1. Select the Health System Organization Incidents tab at the top of the Indent Log.

All incidents at the Facilities within your Organization will be viewable.

Health System Incidents Health System Organization Incidents

E -yl Search Incidents
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Accessibility

Basic Navigation
Like most web applications, the Tab key will cycle through the interactive elements on the page. Hold shift
while pressing tab to cycle in reverse order. The currently selected element will be highlighted.

Grid Navigation
When an element of a data grid, or table, is selected, there are additional advanced controls available. With a
grid cell selected, use the arrow keys to navigate to adjacent cells.

Common Consequence

Hazard Specific Consequence
| (‘.rifim:lity

Evaluations in risk nents

Local Hazards
Lookup Hazards
Scoring Test Case Vulnerability

FIGURE 37. EXAMPLE OF ELEMENT IN A DATA GRID BEING SELECTED.

If a cell contains an interactive element (e.g. Button), use the tab key while the cell is focused to shift focus to
that interactive element. Press Escape to return focus to the grid cell.

Edit Edit

Manage Manage

Edit

Edit

Edit Edit

Edit

Edit Edit

FIGURE 38. EXAMPLE OF A CELL CONTAINING AN INTERACTIVE ELEMENT.
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Tab Navigation
When one tab of a tab group is selected, use the left and right arrow keys to switch between the tabs.

l Dependent Facilities I Pending Invitations Invite Existing | Add New

No records available.

FIGURE 39. EXAMPLE OF A TAB GROUP

Interaction
Depending on the type of interactive control that is focused you can interact with them using the Space or Enter
keys.

NOTICE: If you're using the NVDA screen reader, you may need to hold the 'ALT' key while navigating on the
grid or other elements that navigate with arrow keys to pass the inputs to our application; this is part of the
NVDA behavior.
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	Preface 
	Description of the User 
	This user manual is intended for those using the ASPR RISC 2.0 tool to monitor the risks and hazards of health facilities. This includes but is not limited to emergency managers, regional directors, and system administrators. 
	Description of the product 
	Purpose of the Product 
	The mission of the Administration for Strategic Preparedness and Response (ASPR) is to save lives and protect Americans from 21st century health security threats. ASPR leads the nation's medical and public health preparedness for, response to, and recovery from disasters and public health emergencies. Managing risk is one of the most complex and critical aspects of running a healthcare facility. The goal of the  (RISC Toolkit) is simple: make that task easier. 
	Healthcare and Public Health Risk Identification and Site Criticality Toolkit
	Healthcare and Public Health Risk Identification and Site Criticality Toolkit


	The RISC Toolkit is a cost-effective, objective, data-driven, all-hazards risk assessment tool. It allows healthcare and public health facilities to determine their risk for a variety of 21st century health security threats, including chemical, biological, radiological or nuclear attacks; pandemic influenza or other emerging infectious diseases; and other manmade or naturally occurring incidents. 
	RISC 2.0 serves as a nexus for risk management strategic alignment among the healthcare and public health stakeholder community. RISC 2.0 includes significant focus on building a strong community of users and aligning the tool to other strategic initiatives across ASPR, the interagency, and the users themselves.  
	Profile Creation 
	Registering and Logging In 
	How to register for a RISC 2.0 account and log in 
	Registering   
	The landing page of the RISC 2.0 platform will prompt users to either create a new account or log into an existing one. To register for a RISC 2.0 account; 
	1.
	1.
	1.
	 Select Login or Register from the  
	landing page
	landing page



	2.
	2.
	 Select Register 

	3.
	3.
	 Input your First Name  

	4.
	4.
	 Input your Last Name 

	5.
	5.
	 Input your Email 

	6.
	6.
	 Choose a Username  

	7.
	7.
	 Choose and confirm a Password. Please note the password requirement are 18 characters, and at least one upper case letter, numerical, and special character. 

	8.
	8.
	 Select Register 

	9.
	9.
	 Set up Mobile Authenticator  
	9.1.
	9.1.
	9.1.
	 Install Google Authenticator, Microsoft Authenticator, or Free OPT on your mobile device. Google Authenticator is recommended. 

	9.2.
	9.2.
	 Open the application and scan the QR code 

	9.3.
	9.3.
	 Enter the one-time code and click submit 





	 
	 
	 
	Figure
	FIGURE 1. RISC 2.0 SIGN-UP PAGE 
	 
	Figure
	FIGURE 2. MOBILE AUTHENTICATOR SETUP SCREEN 
	Logging In 
	If you have just created an account or if you already have an account; 
	1.
	1.
	1.
	 Select Login or Register from the landing page 

	2.
	2.
	 Type in your Username 

	3.
	3.
	 Type in your Password 

	4.
	4.
	 Select Sign In 

	5.
	5.
	 Use the Mobile Authenticator Application you selected upon registration and input the one-time code. 


	 
	 
	 
	Figure
	FIGURE 3. RISC 2.0 LOGIN SCREEN 
	Creating a Profile 
	How to create your Profile 
	If you are creating a Facility Profile of Health System Organization from scratch, please create a profile. If you have been invited to a Facility of Health System Organization by another colleague, you will not be prompted to set up a profile. 
	Creating a Profile 
	1.
	1.
	1.
	 Select Create Profile 


	 
	Figure
	      FIGURE 4. RISC 2.0 CREATE PROFILE BUTTON 
	Identification  
	To identify your Facility or Manager: 
	1.
	1.
	1.
	 Type in your Facility or Manager Name. An example of a Facility name is “Chicago Hospital”. An example of a Manager name is “Midwest Region”. Risk Assessments are only performed at the physical facility level.  

	2.
	2.
	 Type in your Facility or Manager Description 

	3.
	3.
	 Select if your Facility manages other Facilities 
	a.
	a.
	a.
	 Select this toggle if your profile has Facilities “below” it that you either manage or require view access to. For example, this may simply be a hospital that has satellite facilities that report to it, or it could be the top level of a large Health System Organization.  




	4.
	4.
	 Select if Risk Assessments are performed at your Facility 
	a.
	a.
	a.
	 Select this toggle if you will be performing risk assessments for your facility. Do not select this if you are solely a managing organization with no physical location, for example a Organization name or Region, that it just used to aggregate information for facilities below it. 




	5.
	5.
	 Select Continue 


	 
	Figure
	FIGURE 5. RISC 2.0 PROFILE IDENTIFICATION PAGE 
	NOTICE: One or both toggles can be selected, but not neither. 
	Location 
	NOTICE: If Risk Assessments are not performed at your Facility, this section will be greyed out and the user should not complete it. 
	If Risk Assessments are performed at your Facility, locate the Facility by: 
	1.
	1.
	1.
	 Use the dropdown in the center of the map to type in your Facility to auto populate the location information on the right side of the page 
	a.
	a.
	a.
	 If your Facility is a hospital or a nursing home, search by the name and select from the dropdown 

	b.
	b.
	 If your facility is not a hospital, a nursing home, or is not locatable in the dropdown, simply type in the address of the facility 




	2.
	2.
	 Once selected, a pane will be displayed on the right-hand side, use this to confirm the Facility location 

	3.
	3.
	 Select Continue 


	 
	 
	Figure
	FIGURE 6. RISC 2.0 FACILITY LOCATION PAGE 
	NOTICE: Once a location is selected from the drop down, the boxes for Street, City, State, County, Postal Code, Latitude, and Longitude will self-populate. If no location is found, the cells will allow the user to self-populate the location.  
	Definition 
	NOTICE: If Risk Assessments are not performed at your Facility, this section will be greyed out and the user should not complete it. 
	If Risk Assessments are performed at your Facility, define the Facility by: 
	To define your Facility 
	1.
	1.
	1.
	 Click the Health Sector Characterization section and; 
	a.
	a.
	a.
	 Select one primary healthcare and public health sector that defines your facility  

	b.
	b.
	 Select one or more secondary healthcare and public health sectors that defines your facility 




	2.
	2.
	 Click the Facility Information section and; 
	a.
	a.
	a.
	 Select the description that best applies to the facility from the options 

	b.
	b.
	 Select the type of information that is stored, maintained, or is relevant to the facility from the options 

	c.
	c.
	 Select if the facility is connected to an internet network to provide or maintain services or functions 

	a.
	a.
	 NOTE: This section is currently a placeholder, please continue on 





	3.
	3.
	3.
	 Click the Hazards section and; 

	4.
	4.
	 Select Complete 


	  
	Evaluations I & II 
	NOTICE: If Risk Assessments are not performed at your Facility, this section will be greyed out and the user should not complete it. 
	If Risk Assessments are performed at your Facility, choose evaluations by: 
	1.
	1.
	1.
	 Select the Hazard evaluations you would like to perform 
	a.
	a.
	a.
	 At least one Local and one External Lookup Hazard evaluation must be selected 




	2.
	2.
	 Select the Vulnerability evaluation you would like to perform 
	a.
	a.
	a.
	 At least one must be selected 




	3.
	3.
	 Select Continue 

	4.
	4.
	 Select the Consequence evaluations you would like to perform 
	a.
	a.
	a.
	 At least one Common and on Hazard Specific Consequence evaluation must be selected 




	5.
	5.
	 Select the Criticality evaluation you would like to perform 

	6.
	6.
	 Select Continue 


	NOTICE: The minimum required evaluations will be selected by default and users may preview evaluations by selecting the Preview button 
	 
	 
	Figure
	FIGURE 7. RISC 2.0 FACILITY PROFILE EVALUATIONS II PAGE. EVALUATIONS I IS STEP 4. 
	Summary 
	To finalize your Profile 
	1.
	1.
	1.
	 Review profile Identification, Definition, and Selected Evaluations 
	a.
	a.
	a.
	 Edit if necessary 




	2.
	2.
	 Select Submit 


	 
	 
	Figure
	FIGURE 8. RISC 2.0 PROFILE SUMMARY PAGE 
	 
	Viewing and Adding Users  
	The Users function allows the user of a Facility to view all the other users that have access to the Facility, as well as invite Users to join the Facility.  
	To view the Facility users: 
	1.
	1.
	1.
	 Select Users on the left pane.  


	Current users will be automatically displayed, and any Pending Invitations will be displayed in the Pending Invitations tab. 
	 
	Figure
	FIGURE 9. LIST OF CURRENT USERS FOR GIVEN FACILITY. 
	NOTICE: If the role is listed in an orange square, it means that the user’s role was given at that facility level. If the role is listed in a blue oval, it means that the user’s role has cascaded from a previous role, based on the 
	permissions they were given. To update a user’s roles, you must make edits from the highest role (the orange square).  
	 
	Adding Facility Users 
	To add a user to the Facility 
	1.
	1.
	1.
	 Select Add User on top right of the Users page. 

	2.
	2.
	 Input the new users Email Address 

	3.
	3.
	 Select Standard Roles and/or Organization Roles for the user 
	a.
	a.
	a.
	 Standard Roles only apply to the Facility that is currently selected 

	b.
	b.
	 Organization Roles apply to the Facility that is currently selected as well as all Facilities below on the hierarchy. 

	c.
	c.
	 NOTE: If you are working in a Managing Only Profile and not a Facility Profile, only the Organization roles will be displayed 




	4.
	4.
	 Select Confirm 

	5.
	5.
	 Select Confirm 


	NOTICE: If the Email Address is already associated with an account in the RISC 2.0 platform, this will invite them to be a member of the Facility. If the email address is not already associated with an account in the RISC 2.0 platform, this will invite them to create an account and then be a member of the Facility. 
	 
	Figure
	FIGURE 10. LIST OF STANDARD AND ORGANIZATION ROLES. 
	 
	See table below to determine the permissions given to each role:  
	TABLE 1. PERMISSIONS ASSOCIATED WITH EACH ROLE. 
	Role 
	Role 
	Role 
	Role 
	Role 

	View 
	View 

	Answer Evaluations 
	Answer Evaluations 

	Invite & Assign Roles 
	Invite & Assign Roles 

	Create & Update Profile 
	Create & Update Profile 

	Create & Update Hierarchy 
	Create & Update Hierarchy 

	Remove 
	Remove 

	Examples 
	Examples 



	System Admin (SA) 
	System Admin (SA) 
	System Admin (SA) 
	System Admin (SA) 

	Yes 
	Yes 

	Yes 
	Yes 

	Yes (all roles) 
	Yes (all roles) 

	Yes 
	Yes 

	Only Organization SA 
	Only Organization SA 

	Only Organization SA 
	Only Organization SA 

	Emergency Manager 
	Emergency Manager 


	Emergency Manager (EM) 
	Emergency Manager (EM) 
	Emergency Manager (EM) 

	Yes 
	Yes 

	Yes 
	Yes 

	Yes (EM and below) 
	Yes (EM and below) 

	Yes 
	Yes 

	Only Organization EM 
	Only Organization EM 

	No 
	No 

	Emergency Manager 
	Emergency Manager 


	Emergency Response Coordinator (ERC) 
	Emergency Response Coordinator (ERC) 
	Emergency Response Coordinator (ERC) 

	Yes 
	Yes 

	Yes 
	Yes 

	Yes (ERC and below) 
	Yes (ERC and below) 

	No 
	No 

	No 
	No 

	No 
	No 

	TD
	L
	LI
	Lbl
	• Organizational Emergency Response Coordinator 

	LI
	Lbl
	• Hospital Association Partner 

	LI
	Lbl
	• Regional Hospital Coordinator 




	Capability SME 
	Capability SME 
	Capability SME 

	Yes 
	Yes 

	Yes 
	Yes 

	No 
	No 

	No 
	No 

	No 
	No 

	No 
	No 

	TD
	L
	LI
	Lbl
	• Organizational Information Security Officer 

	LI
	Lbl
	• Organizational Financial Manger 

	LI
	Lbl
	• Organizational Capability SME 




	System Observer 
	System Observer 
	System Observer 

	Yes 
	Yes 

	No 
	No 

	No 
	No 

	No 
	No 

	No 
	No 

	No 
	No 

	TD
	L
	LI
	Lbl
	• Facility and Organizational Leadership 

	LI
	Lbl
	• Regional and County Health Director 

	LI
	Lbl
	• Risk Assessment Methodologist 






	 
	Conducting a Risk Assessment 
	Assessment Creation 
	Begin Assessment 
	Immediately after the profile creation, you will be prompted to begin a new Facility Risk Assessment. To do this select Begin New Assessment. 
	 
	 
	Figure
	FIGURE 11. RISC 2.0 BEGIN ASSESSMENT BUTTON 
	Create or Clone Assessment 
	When creating a new assessment, you have the option to either create one from scratch using the Create new Assessment button, or to copy from an existing assessment either in the same facility or in another facility within your Health System Organization that you have permission at. That can be done using the Clone from Existing Assessment button. If you choose to clone from an existing assessment, you will see a dropdown of all assessments you can clone from and their respective facilities. Please select t
	 
	Figure
	FIGURE 12.  CLONING A RISK ASSESSMENT 
	Name Assessment 
	Because a user can have multiple assessments within one Facility or Health System Organization, is it crucial to name your assessment. Examples of multiple assessments are a new assessment annually or bi-annually, or a new assessment is conducted due to a change in the facility (i.e., new wing, new security protocols). 
	To name your Facility Risk Assessment: 
	1.
	1.
	1.
	 Type your Facility Risk Assessment Name (e.g, Walter Reed Hospital 2022) 

	2.
	2.
	 Type your Facility Risk Assessment Description (e.g, Walter Reed Hospital 2024 Annual Risk Assessment) 

	3.
	3.
	 Select Create Assessment 


	 
	Figure
	FIGURE 13. RISC 2.0 FACILITY RISK ASSESSMENT CREATION 
	NOTICE: Even if you are cloning a Risk Assessment, you must rename it to a unique name. 
	 
	Risk Assessment Dashboard 
	Upon creating your Facility Risk Assessment, the Dashboard will be displayed. 
	 
	Figure
	FIGURE 14. RISC 2.0 ASSESSMENT DASHBOARD 
	NOTICE: If you create any Custom Hazards in the Organization Policy page (see section XX), those evaluations will appear in the dashboard as well.  
	 
	Selected Evaluations (Top Section) 
	The top section of the Dashboard will display the selected evaluation. Various information about the selected evaluations include: 
	1.
	1.
	1.
	 Action: Select Start to being completing the evaluation.  
	a.
	a.
	a.
	 For the Hazard Specific Consequence evaluation, select Manage to view and complete the Hazard Specific Consequence evaluations 




	2.
	2.
	 Name: The name of the evaluation 

	3.
	3.
	 Type: The type of evaluations: Hazard, Vulnerability, Consequence, or Criticality 

	4.
	4.
	 Sub Type: The sub type of evaluation, only for Hazard and Consequence evaluations 

	5.
	5.
	 Status: The status of the evaluation, Not Started, In Progress, or Complete 
	a.
	a.
	a.
	 For the Hazard Specific Consequence evaluation, this section shows how many of the Hazard Specific Consequence evaluation have been started 




	6.
	6.
	 Progress: The progress of the evaluation based on how many questions are completed out of the total questions 
	a.
	a.
	a.
	 For the Hazard Specific Consequence evaluation, this section shows how many of the Hazard Specific Consequence evaluation are completed 





	Scores (Bottom Right Section) 
	The table displays the Hazard (H), Vulnerability (V), and Consequence (C) scores, as well as the final Risk score, which is the product of the H, V, and C scores.  These will update automatically as evaluations are completed. They are sorted by external, internal, and custom hazards.  
	NOTICE: Several values in the H column are automatically filled out when the dashboard is rendered. These are the Hazard scores that are automatically calculated based on selections from the location and definition sections of the Facility Profile. 
	The Criticality score is located below the table. 
	Visualization (Bottom Left Section) 
	This section automatically displays the top 5 hazards and their scores in graphical representation. This will update automatically has evaluations are completed. User can use the tags and search bar to remove and add hazard to the graph. 
	NOTICE: Due to space constraints, it is recommended to limit the number of hazards on the graph  
	Export (top left) 
	There is the option to export your results dashboards to HTML or PDF using the export button. Simply click the Export to HTML button and select which module you would like to export. Please note, it is recommended to only export your results once all the evaluations are complete. 
	 
	Figure
	FIGURE 15. EXPORT TO HTML BUTTON 
	 
	Figure
	FIGURE 16. EXAMPLE OF EXPORTED RISK DASHBOARD 
	 
	Performing Evaluations 
	This section will cover the evaluations that are selected in the Facility Profile creation, plus ant Custom Hazard evaluations Users can jump back and forth between evaluations as progress will be saved. 
	Hazard Evaluations 
	There are three types of hazard evaluations, Local Hazards, Custom Hazards and Lookup Hazards.  
	LOCAL HAZARDS EVALUATION 
	The Local Hazards evaluation is an evaluation for hazards that are specific to the facility. Hazards are scored exclusively by their rate of occurrence at the facility. As the hazards go down in occurrence, so does the Hazard score. Utilize the matrix to calculate how frequent the hazards would occur at your facility. 
	There are three types of local hazards: 
	•
	•
	•
	 Technological Hazards: examples include fire alarm failure and HVAC failure 

	•
	•
	 Human Hazards: examples include bomb threat and hostage situation 

	•
	•
	 HAZMAT Hazards: example include internal biological or radiological exposure 


	To perform the Local Hazards Evaluation: 
	1.
	1.
	1.
	 Select Start on the Local Hazards Evaluation in the Dashboard 

	2.
	2.
	 Click the Technological Hazards section 
	a.
	a.
	a.
	 Select the appropriate rate of occurrence for the hazards 




	3.
	3.
	 Click the Human Hazards section 
	a.
	a.
	a.
	 Select the appropriate rate of occurrence for the hazards 




	4.
	4.
	 Click the HAZMAT Hazards section 
	a.
	a.
	a.
	 Select the appropriate rate of occurrence for the hazards 




	5.
	5.
	 Select Next to advance through the questions and then select Complete when done 


	 
	 
	Figure
	FIGURE 17. RISC 2.0 LOCAL HAZARDS EVALUATION 
	CUSTOM HAZARDS EVALUATION 
	The Custom Hazards evaluation are completed the same way as the Local Hazards Evaluation, in that they are scores based on frequency.  
	To perform the Custom Hazards Evaluation: 
	1.
	1.
	1.
	 Select Start on the Custom Hazards Evaluation in the Dashboard 

	2.
	2.
	 Select the appropriate rate of occurrence for the hazards 

	3.
	3.
	 Select Next to advance through the questions and then select Complete when done 


	 
	NOTICE: There will only be a Custom Hazards evaluation if you Organization System Administrator has added one at the top level of your Organization. Please refer to the Organization Policy section on how to do this. 
	 
	LOOKUP HAZARDS EVALUATION 
	The Lookup Hazards evaluation is a Hazard evaluation for hazards that could not be calculated automatically and require the user to manually input information based on a national database. Hazards are scored based on user input and later multiplied by the Hazard Relative Modifier. 
	To perform the Lookup Hazards Evaluation: 
	1.
	1.
	1.
	 Select Start on the Lookup Hazards Evaluation in the Dashboard 

	2.
	2.
	 Click a hazard on the left-hand side 

	3.
	3.
	 Read and follow the instructions for that given hazard 

	4.
	4.
	 Input the results 

	5.
	5.
	 Continue to next hazard and repeat 


	6.
	6.
	6.
	 Select Complete  


	 
	 
	Figure
	FIGURE 18. RISC 2.0 LOOKUP HAZARDS EVALUATION 
	Vulnerability Evaluation 
	The Comprehensive Hospital Vulnerability evaluation is a Vulnerability evaluation for all hazards. Scores are based on the response to several yes/no or multiple-choice questions. Each section has several subsections that contain related questions.  
	To perform the Vulnerability Evaluation: 
	1.
	1.
	1.
	 Select Start on the Comprehensive Hospital Vulnerability Evaluation in the Dashboard 

	2.
	2.
	 Select the various sections on the left-hand side and answer the questions 

	3.
	3.
	 Select Next or Complete 


	 
	 
	 
	Figure
	FIGURE 19. RISC 2.0 VULNERABILITY EVALUATION 
	NOTICE: Skip logic is implemented and will automatically skip over questions that no longer need to be answered based on prior questions  
	 
	NOTICE: This section may require input from multiple employees of a facility (ex: facility manager, security manager, cyber manager). Users are able fill out subsections at the same time through their own accounts without overwriting each other.  
	Consequence Evaluations 
	There are two types of consequence evaluations, Common Consequence and Hazard Specific Consequence. There are three categories of consequence impact: Human, Property, and Business. The questions in General encompass multiple impacts. 
	COMMON CONSEQUENCE EVALUATION 
	The Common Consequence evaluation is a Consequence evaluation for all hazards. These are questions about the facility that are not specific to one hazard. Questions are a combination of yes/no and multiple-choice questions. If the facility is a direct patient care facility (as indicated in the Facility Profile), an additional Direct Patient Consequence section will be visible, and the user will have to answer those questions. 
	To perform the Common Consequence Evaluation: 
	1.
	1.
	1.
	 Select Start on the Common Consequence Evaluation in the Dashboard 

	2.
	2.
	 Select the consequence section and answer the questions 
	a.
	a.
	a.
	 If you are a Direct Patient Care facility, select the Direct Patient Care section and answer the questions 





	3.
	3.
	3.
	 Select Complete 


	 
	Figure
	FIGURE 20. RISC 2.0 COMMON CONSEQUENCE EVALUATION 
	HAZARD SPECIFIC CONSEQUENCE EVALUATION 
	The Hazard Specific Consequence evaluation is a Consequence evaluation where questions are answered about a specific hazard. For this reason, the user must fill out the survey for all hazards they wish to have a consequence score for. Questions are a combination of yes/no and multiple-choice questions. 
	To select a Hazard Specific Consequence evaluation, use the Hazard Specific Dashboard. 
	The Hazard Specific Dashboard contains the following information: 
	•
	•
	•
	 Action: Select the Start button to begin any of the Hazard Specific Consequence Evaluations 

	•
	•
	 Hazard: the hazard associated with that Hazard Specific Consequence Evaluation 

	•
	•
	 Description: a description of the hazard 

	•
	•
	 H*V Score: the product of the Hazard score and Vulnerability score for the hazard. Use this score to determine which Hazard Specific Consequence Evaluations should be prioritized. Note: The H*V score will only be accurate if the Hazard and Vulnerability evaluations have been completed. A hazard with a high H*V score means that this hazard is both likely to occur and the facility is vulnerable to it. 

	•
	•
	 C Score: The consequence score will be displayed here once the evaluation is completed 

	•
	•
	 Status: Status of the evaluation, Not Started, In Progress, or Complete 

	•
	•
	 Progress: Progress of the evaluation based on completed question. 


	 
	Figure
	FIGURE 21. RISC 2.0 HAZARD SPECIFIC CONSEQUENCE EVALUATION DASHBOARD 
	To perform the Hazard Specific Consequence Evaluation: 
	1.
	1.
	1.
	 Select Manage on the Hazard Specific Consequence Evaluation in the Dashboard 

	2.
	2.
	 Select Start on the Hazard Specific Consequence Evaluation you wish to perform 

	3.
	3.
	 Select the sections on the left-hand side and answer the questions 

	4.
	4.
	 Select Complete 


	 
	Figure
	FIGURE 22. RISC 2.0 HAZARD SPECIFIC CONSEQUENCE EVALUATION 
	Criticality Evaluations 
	The Criticality Evaluation is different from the Hazard, Vulnerability, and Consequence types as the results are not one score per each hazard, but rather one score for the entire facility. The Criticality score measures how critical the facility is to the general region. For example, if there are nearby facilities that can easily assume responsibilities if your facility is in a crisis, the criticality score would be lowered. 
	The sections of this evaluation are determined by which sector was selected in the profile. In the image below, the Pharmaceutical section is displayed, but if Direct Patient Care was selected, a Direct Patient Care section would be displayed. 
	To perform the Criticality Evaluation: 
	1.
	1.
	1.
	 Select Start on the Criticality Evaluation in the Dashboard 

	2.
	2.
	 Select the various sections on the left-hand side and answer the questions 

	3.
	3.
	 Select Next or Complete 


	 
	Figure
	FIGURE 23. RISC 2.0 CRITICALITY EVALUATION 
	Adding Assessments 
	There are two ways a user can add a new assessment, clearing out previous answers or cloning previous answers from either the same facility or another facility in the same Health System Organization. 
	To add a new assessment: 
	1.
	1.
	1.
	 Click the dropdown box on the top right side of the dashboard and select New Risk Assessment 


	 
	Figure
	FIGURE 24. RISC 2.0 ADD NEW RISK ASSESSMENT BUTTON 
	Creating New Assessments 
	To create a brand-new assessment: 
	1.
	1.
	1.
	 Select Create new Assessment (default) 

	2.
	2.
	 Type the new assessment Name 

	3.
	3.
	 Type the new assessment Description 

	4.
	4.
	 Select Create Assessment 


	 
	The new assessment will automatically pop up, the same evaluations will be displayed, but with all the answers cleared out. 
	 
	Figure
	FIGURE 25. RISC 2.0 ADD OR CLONE RISK ASSESSMENT 
	Cloning Assessments 
	To clone an existing assessment: 
	1.
	1.
	1.
	 Select Clone from Existing Assessment 

	2.
	2.
	 In the top drop down select the existing assessment you would like to copy from. The dropdown will display all of the facilities that the user has permissions for, and their associated Assessments. 

	3.
	3.
	 Type the new assessment Name 

	4.
	4.
	 Type the new assessment Description 

	5.
	5.
	 Select Create Assessment 


	 
	NOTICE: Assessments from other facilities will only be visible if your facility is part of a Health System Organization. See Organization Hierarchy section for more details. 
	 
	NOTICE: Assessment names within a entire Health System Organization much be unique, so it is recommend to put the facility name and year in the Assessment title. 
	 
	 
	Figure
	FIGURE 26. RISC 2.0 CLONING RISK ASSESSMENTS 
	The new assessment will automatically pop up, the same evaluations will be displayed, with the same answers as the original assessment that was cloned.  
	Organization 
	Instead of having a standalone Facility and assessment, users can create a Facility hierarchy and/or become a part of the Facility hierarchy. This section will explain several features of the Organization function.  
	 
	NOTICE: The functions below will only be visible if the user had selected that they are a Managing Facility in the  or if Users were invited to join an Organization. 
	Profile Creation Identification Page
	Profile Creation Identification Page


	 
	Organization Hierarchy 
	The Organization Hierarchy displays the hierarchy of facilities within your Facility. 
	To view the Organization Hierarchy: 
	1.
	1.
	1.
	 Select Organization Hierarchy on the left pane.  


	The right pane displays the Organization Hierarchy in tree view. The middle section displays a list of all Facilities and Types associated with the Organization. 
	 
	Figure
	FIGURE 27. LIST OF DEPENDENT FACILITIES IN AN ORGANIZATION 
	Inviting an Existing Facility 
	If a facility exists in the RISC 2.0 platform but it not connected to your Organization Hierarchy, they must be invited to join. 
	To invite an existing facility to your Organization Hierarchy:  
	1.
	1.
	1.
	 Select Invite Existing on the top right of the Organization Hierarchy page 

	2.
	2.
	 Type the facility name into the textbox and select from the drop-down list 

	3.
	3.
	 Select either Administrative or Associative relationship 
	a.
	a.
	a.
	 Administrative: gives the user of the system full access to the new child facility. An example where this is useful is when a Health System Organization is building our their hierarchy but one of its dependent facilities has already created a profile within the RISC 2.0 System.   

	b.
	b.
	 Associative: gives the users of the system read-only access to the child facility. An example where this is useful is when a Coalition is setting up their hierarchy and wants to add a facility that is already part of a Health System Organization. 

	c.
	c.
	 Important Note: facilities may have multiple parents and may be part of multiple hierarchies, but they can only have an administrative link to one parent. If the facility being invited already has a parent with an administrative link, the user will only be able to invite them with an associative link. 




	4.
	4.
	 Select Ok 


	 
	The facility will be displayed in the Pending Invitations tab in the Organization Hierarchy page until the user of that facility accepts the invitation. 
	 
	 
	Figure
	FIGURE 28. INVITE FACILITY TO ORGANIZATION FUNCTION 
	Adding a New Facility 
	If a facility does not already exist in the RISC 2.0 platform, it must be added. 
	To add a new facility to your Organization Hierarchy: 
	1.
	1.
	1.
	 Select Add New on the top right of the Organization Hierarchy page 

	2.
	2.
	 Type the Facility Name 

	3.
	3.
	 Type the Facility Description 

	4.
	4.
	 Select the toggle for if the Facility manages other Facility or facilities and/or if Risk Assessment are performed at the Facility 
	a.
	a.
	a.
	 If Risk Assessments are performed at the Facility, select the sector that best describes the Facility 




	5.
	5.
	 Select Continue 


	 
	 
	Figure
	FIGURE 29. ADDING A NEW FACILITY TO ORGANIZATION FUNCTION 
	NOTICE: When adding a new facility to your Health System Organization, it will automatically have the Administrative relationship. 
	From here you can choose to add users to the Facility, Skip Users and create the Facility Profile on your own or be done and come back to it later. 
	ADDING USERS 
	1.
	1.
	1.
	 To add a user to the new Facility, select Add User and follow  for adding users. 
	Section 3.3.1
	Section 3.3.1



	2.
	2.
	 Select Complete 


	SKIP USERS 
	1.
	1.
	1.
	 To Skip Users, select Facility Profile on the bottom left on the page 

	2.
	2.
	 Follow Sections , , , and  to fill out the Facility Profile 
	3.2.3
	3.2.3

	3.2.4
	3.2.4

	3.2.5
	3.2.5

	3.2.6
	3.2.6




	BE COMPLETE 
	1.
	1.
	1.
	 Select Complete. You can choose to add users or create the Facility Profile at a later time. 


	 
	Figure
	FIGURE 30. ADDED FACILITY TO ORGANIZATION 
	 
	Organization Progress 
	Once your Organization is set up, you are able to view the progress of your dependent Facilities on their evaluations.  
	To view your Organization’s progress: 
	1.
	1.
	1.
	 Select Organization Progress on the left pane. 


	From here you can view how many Evaluations the Facilities in your Organization have selected, and are Completed, In Progress, or Not Started. You can also Export the data by selected Export.  
	  
	Figure
	FIGURE 31. ORG PROGRESS PAGE. NOTE: THIS IS NOTIONAL DATA AND NOT ACTUAL DATA. 
	Organization Overview 
	As a part of an Organization, you have access to view the scores of all the Facilities within your Organization. 
	To view an overview of your Organization’s risk scores: 
	1.
	1.
	1.
	 Select Organization Overview in the left pane 


	From here you can view your Organization's Facilities Risk Scores, Hazard Score, Vulnerability Score, Consequence Scores, and Criticality Scores but using the dropdown on the top left.  
	All threats/hazards are listed on the left axis and the Facilities are list on the bottom. The various scores are displayed in a heatmap. 
	To customize your view, use the pane on the right side, and to update the number of Facilities per page use the bottom section.  
	 
	 
	Figure
	FIGURE 32. ORG OVERVIEW PAGE. NOTE: THIS IS NOTIONAL DATA AND NOT ACTUAL DATA. 
	To customize which Facilities you want to view in the in the heatmap, use the breadcrumb feature on the top left on the page. 
	 
	  
	Figure
	FIGURE 33. BREADCRUMBS 
	 
	Organization Analytics 
	As a part of an Organization, you have access to view the aggregated scores and analysis of all the Facilities within your Organization. 
	To view an overview of your Organization’s risk scores: 
	1.
	1.
	1.
	 Select Organization Analytics in the left pane 


	From here you can view your Organization's Facilities Aggregated Risk Scores, Hazard Scores, Vulnerability Scores, Consequence Scores, and Criticality Scores but using the dropdown on the top left to select. 
	All threats/hazards are listed on the bottom. The various scores are displayed in a box and whisker plot and can we sorted by average, min, max, median, and standard deviation. 
	To customize which Facilities you want to view in the in the analytics, use the breadcrumb feature on the top left on the page. 
	 
	 
	Figure
	FIGURE 34. ORG ANALYTICS PAGE. NOTE: THIS IS NOTIONAL DATA AND NOT ACTUAL DATA. 
	New Features 
	Organization Policy (Custom Hazards) 
	This feature allows user to assess threats and hazards beyond the 67 that are automatically built into the RISC 2.0 Tool. To add Custom Hazards to your Facility or Organization: 
	1.
	1.
	1.
	 Select Organization Policy in the left pane. 
	a.
	a.
	a.
	 Please note that in order to maintain consistency in Custom Hazards across an Organization, this feature is only available for editing at the top level of an Organization.   





	2.
	2.
	2.
	 Click Add New Custom Hazard 

	3.
	3.
	 Under Select Hazard, choose from either a predefined list of Extended Hazards or click New Hazard 

	4.
	4.
	 If adding a new hazard, give the hazard a Name, Short Name and Description. 

	5.
	5.
	 Click Add 


	 
	You will also have the option to Update or Archive the New Hazard or Delete an Extended Hazard. 
	 
	After these Custom Hazards are added into the Organization Policy and users create a new risk assessment (either from scratch or from cloning a prior one) they will see: 
	1.
	1.
	1.
	 A new Custom Hazards evaluation in the main dashboard. This is filled out the same way at the Local Hazards evaluation 

	2.
	2.
	 An evaluation for each of the Custom Hazards in the Hazard Specific Consequence dashboard 

	3.
	3.
	 An option to select a Custom Hazard in the Incident Log 


	 
	NOTICE: While Hazard Likelihood and Consequence scores can be determined for Custom Hazards, Vulnerability scores cannot be determined yet. It is important to factor in the lack of vulnerability score when comparing the Custom Hazards to other Hazards and Threats in RISC 2.0 
	 
	 
	 
	Figure
	FIGURE 35. ORGANIZATION POLICY PAGE WITH "ADD NEW CUSTOM HAZARD" CLICKED 
	 
	Incident Log 
	Adding Incidents 
	The Incident Log Tool is designed to document and manage incidents effectively. It captures essential details about an incident, allowing for efficient tracking and response management. 
	To add to the incident log: 
	 
	1.
	1.
	1.
	 Select Incident Log on the left pan 

	2.
	2.
	 Click Create New Incident 

	3.
	3.
	 Fill out the fields (descriptions of required and options fields below): 

	•
	•
	 Name (required): Enter the title or name of the incident. This should be a brief, descriptive identifier. 

	•
	•
	 Description (required): Provide a detailed description of the incident, including relevant context and specifics. 

	•
	•
	 Facility (required): Select the facility where the incident occurred. This helps in identifying the location context. 

	•
	•
	 Facility Location (required): Specify the exact location within the facility where the incident took place. For example, this could be the entire building, or just the basement or 5th floor. 

	•
	•
	 Actions Taken (required): Describe the actions that were taken in response to the incident. This may include immediate response measures and longer-term actions. 

	•
	•
	 Main Hazard (required): Identify the primary hazard associated with the incident. This helps in categorizing the incident. 

	•
	•
	 Other Hazards (optional): List any additional hazards related to the incident that are not the primary focus. 

	•
	•
	 Category (required): Select the category that best describes the incident. Options include Geological, Meteorological, Intentional, Unintentional, Diseases, Internal (Human), Internal (Hazmat), and Internal (Technical). 

	•
	•
	 Severity (required): Indicate the severity level of the incident. Choices are Low, Medium, High, and Very High. 

	•
	•
	 Responders (optional): Add information about the individuals or teams who responded to the incident. You can add multiple responders. 

	•
	•
	 External Organization(s) Notified (optional): List external organizations that were informed about the incident, such as Coalition or Governmental Organizations. 

	•
	•
	 Down Time (required): Enter the duration of downtime caused by the incident. Specify the number and select either hours or days for the scale. 

	•
	•
	 Occurrence Date (required): Record the date and time when the incident occurred. This is important for chronological tracking. 

	4.
	4.
	 Press Create 


	 
	 
	Figure
	FIGURE 36. INCIDENT LOG CREATION FORM 
	NOTICE: As this time the entries into the Incident Log do not impact the RISC 2.0 scores, they are solely for logging purposes. 
	Viewing and Editing Incidents 
	Incidents may be edited over time and comments may be added. Additionally, if the User is part of a Health System Organization, they have the ability to view all the incidents at the Facilities they have access to.  
	To view all incidents: 
	1.
	1.
	1.
	 Select the Health System Organization Incidents tab at the top of the Indent Log. 


	All incidents at the Facilities within your Organization will be viewable. 
	 
	Figure
	 
	 
	Notifications Page 
	 
	Accessibility 
	Basic Navigation 
	Like most web applications, the Tab key will cycle through the interactive elements on the page. Hold shift while pressing tab to cycle in reverse order. The currently selected element will be highlighted. 
	Grid Navigation 
	When an element of a data grid, or table, is selected, there are additional advanced controls available. With a grid cell selected, use the arrow keys to navigate to adjacent cells. 
	 
	Figure
	FIGURE 37. EXAMPLE OF ELEMENT IN A DATA GRID BEING SELECTED. 
	 If a cell contains an interactive element (e.g. Button), use the tab key while the cell is focused to shift focus to that interactive element. Press Escape to return focus to the grid cell. 
	 
	Figure
	FIGURE 38. EXAMPLE OF A CELL CONTAINING AN INTERACTIVE ELEMENT. 
	 
	Tab Navigation 
	When one tab of a tab group is selected, use the left and right arrow keys to switch between the tabs. 
	 
	Figure
	FIGURE 39. EXAMPLE OF A TAB GROUP 
	Interaction 
	Depending on the type of interactive control that is focused you can interact with them using the Space or Enter keys. 
	NOTICE:  If you’re using the NVDA screen reader, you may need to hold the 'ALT' key while navigating on the grid or other elements that navigate with arrow keys to pass the inputs to our application; this is part of the NVDA behavior.  
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